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Introduction

The study of terrorist networks as well as the study of how to impedestlosiessful functioning has
been the topic of considerable attention since the odious event of the 2001 World Trade Center disaster.
While serious students of terrorism were indeed engaged in the subject prior to this time, a far more general
concern hasreéen subsequently. Nonetheless, much of the subject remains shrouded in obscurity, not the
least because of difficulties with language and the representation or translation of araanibe inherent
complexity and ambiguity of theubject matter.
One d the most fruitful scientific approaches to the study of terrorism has been netwalykign
(Krebs, 2002 Carley, 20023, Carley andDombroskj 2002; Butts, 2003, Sageman, 2004, etc.) A=s
beenargued elsewhere, this approach may be particularlyluséfen properly applied, for disrupting the
flow of communications (&) between levels of terrorist organizations (Carley, Krackhardt.@ed2001;
Carley 2002b;Fellman ad Wright, 2003; Fellman and Strathern, 2004; Carley et al, ZRt). In the
present paper we examine a recent papgshemawat and Levintha{l2000 appl ying Stuart Kau
NK-Boolean fithess landscape approach to the formal mechanics of decision theory. Using their
generalized NKsimulation approach, we suggest some wayshiith optimal decisionmaking for terrorist
networks might be constrained afmlowing our earlier analysis, suggest ways in which the forced
compartmentation of terrorist organizations by coutestorist security organizations might be more likely
toi mpact the quality of -ntakngandcommand execiaani zati onsé deci

General Properties of Terrorist Networks

Without attempting to be eithexxhaustive or exhausting, recent research on terrorism has revealed
several relevant charadsics of terrorist organizations which a prudent modeler ought to keep in mind.

These networks are first and foremaspyert, which means that they have hidden properties, and our
information about them is necessarily incomplete, hence demanding comeptbrdological tools for

determining the properties of the network structure (Butts, 2001,a2088ley 2002a, 2003rebs, 2001

Cl emens and) WbiNwd arelprimary@dahekerned in the present paper with formal properties

of terrorist netweks, it does bear keeping in mind that at the operational level thegyugvesive which

lends them not only formal characteristics, but depending upon the organization in question, a considerable
ideological history(Hoffman, 1997 Hoffman and Carr, 1997 and in some cases, rather serious ¢path

dependent) constraints on recruitir@p@evilla, 2004; Fellman and Strathern, 2004) targeésidmethods

(Sageman, 2004)Some other, rather interesting properties of terrorist networks include the factethat th

are often separated by larger than normal degrees of distance between their participants, a condition arising

from their covert nature (Krebs, 2001; Fellman and Wright, 2003; Carley, 2@38jously, this kind of

structure appears to have an emerghajpe, which can be mapped as a distributed network (Krebs, 2001;

Fell man and Strathern, 2004 ; Cl emens anrmktwotxdéd Nei | |, z
diagram ofthed1Hj acker s and informally referred to as #f@the

Carley et al (200,2002b, 2003, 2004) have developed useful models for distinguishing cohesive vs.
adhesive organizations as well as defining probably outcomes for the removal of higher visibility nodes
Formal models of network analysis can also suggest where remowg} nblles or vertices can disrupt the
organi zationés ability to tr antseniganizatiomnhualeadimytoacr oss h
command degeneratiomBijtts 2003; Carley et al, 2004) The difficulty with this approach is that an
importart aspect of the dynamics of terrorist networks is that they are leaonjjagpizations (Hoffman,

1997; Tsvetovat and Carley, 2003).

If one bears all of these features in mind, some of the complexities of dealing with terrorist
organizations become immethBly apparent. Terrorists are slippery foes, they are hidden, they have
redundant command structures, they change their membership (not all of wmdestsae visible) and
they learnfrom their mistakes. Nobody who has to deal with terrorist threaitswa see those threatsd
the organizations that make them, evolve. The obviousness of this proposition is evidenced by the U.S.
reaction to 911. What then, are the possible approaches?

Complexity science has afforded a number of approaches totiewoln general (Kauffman, 1993,

1996 2000 as well as to the evolution of organizations and the ways in which complexity science may be
appliedto problems of organizational behavior | n par t i ¢ u-Baeolean fitiessdahdsaagen 6 s NK



model appearso offer a number of fruitful heuristicl.issack, 1996;McKelvey, 1999; Meyer, 1996;
Fellman et al, 2004) In 1999, seeking to define the formal properties of an optimal business organization
decisionmaking process, Pankaj Ghemawat of Harvard Businek®db and Daniel Levinthal of the
Wharton School ran an agent based simulation of deemgtking in order to define the ways in which
decisional interdependence and the interdependence of business units affect overall performance (fithess).
In the sectia which follows, we will explore a number of their findings and suggest how they might be
applied to inhibiting the fitness of terrorist organizations.

The Structure of the GhemawatLevinthal NK Simulation

A primary goal of the simulation was to modatardependent choicesLevinthal and Ghemawat
focus on this aspect of decision making because they are attempting to understand the formal structure of
decisionmaking in organizations with interdependent parts. While they rapidly come to focus omthe sa
measures that we have seen used to characterize terrorist networks, hierarchy and centrality (Butts, 2001,
2003; Carley et al, 2001; 2003, 2004, Carley, 2002, 208383 an additional factor of randomness (which
most of us are wont to dentey come athese factors from a slightly different approach than what one
might anticipate. N and K are chosen simply as (a) the number of total decisions modeled and (b) the
number of decisions which depend upon other decisions. As they explain (p. 16):

The malel has two basic parameters, N, the total number of policy choices and K (< N), the number of
policy choices that each choice depends upon. More specifically, each of the choices is assumed to be binary,
and choiceby-choice contributions to fitness legefire drawn randomly from a uniform distribution over [0,1]
for each of the 2K+1 distinct payefélevant combinations a choice can be part of. Total fitness is just the
average of these N choitx-choice fitness levels. Note that with K equal to its mimm value of O, the fitness
landscape is smooth and singleaked: changes in the setting of one choice variable do not affect the fithess
contributions of the remaining-ll choice variables. At the other extreme, with K equal ib, ld change in a
singleattribute of the organism or organization changes the fithess contribution of all its attributes, resulting in
many local peaks rather than just one, with each peak associated with a set of policy choices that have some
internal consistency. No local peakn be improved on by perturbing a single policy choice, but local peaks
may vary considerably in their fitness levels.

However, a pure NK approach suffers from the disadvantage that all choices are assumed to be equal. To
avoid this problem and to mddericher decisional landscape they employ an adjacency matpiing us

into the faniliar Carter Butts (1997, 2000, 2001, 2003a, 20a8hjtory of connected graph{€arley and

Butts, 1997; Butts, 2000and formal, axiomatically determined complextegss?

Adjacency Matrices

With respect to this processyi Ka u f f ma n 6-Boolean dygamic fitriess Mikdscape model all
of the potential choices that a firm could make were considered to be equally important and the search for
higher levels of fihess was carried out through a random walk across the fithess landscape 19®§kr,
However, under these conditions the NK modaelld notaccount for the asymmetric relationship between
strategic choices thatecisionmakers faced. In order to betterepresent the asymmetric nature of the

! Replacement of the interactivity parameter, K, with an adjacency matrixeantto let us generalize the NK approach in the
directions presaly of interest. A few generalbservations can be made about special types of graphs and the fitnissa fees that
they induce over the choices and linkages threpady. Thus, givenidconnectedraphs, fitness landscapes are smooth as the shoice
corresponding to disconnectegtrtices are variell irrespective of the values of other variables. Such vetitereforelend
themselves to the notion of universal (and uncontitygeest pratices. And for stagraphs, in which one central choice influences the
paydfs from each of NL peripherakhoices but other linkages among choices are absent (corresptmdim@djacencynatrix with

18 in the first column and along the pripal diagaal and 0s everywherelse), getting the first choice right is sufficient, in
conjundion with a standard processlotal search in an invariant environment, to lead therdrgéion to the global optimumBut
what about graphs more generally? Exhaestivumeration of all the graphgth N vertices and analysis of their fithess landscapes is
unlikely to prove productive foeven moderately large N: the number e¥etice graphss 157, 7vertice graphs 1,0448-vertice
graphs 12,346, and so on. Resinigtattent on t 0o ¢ o n n e ¢ thapdnuah with phb sSUMitkes erebied since the nurober
connected graphs grows muetore quickly than the number of disconnected grapfittt N equal to 5, disconnecteglaphs account

for about 38% of the total, butith N equal to 8, that figure is down tess than 10%. We therefore pass up the oppoyttmiengage

in exhaustive (an@xhausting) enumeration. We begin, instead, by denisig two classes of adjacenmatrices that highlight two
fundamental sourcesf aymmetry among choices, in terro§ hierarchy and centrality, and comparing themhwite canonical NK
structure orwhich previous work has focused. (pp-18).



choices facing a corporatidor, as in our case, a terrorist organizatiégghemawat and Levinthal replace
the interactive parameter, lds described above, with an adjacency matrix

How different choices (the véces in the graph) are linked (the lines in the graph). In such a matrix, choice

variable jobés effect on other variables is represented by the
indicating that the payoff to the variable in the row beingsidered is contingent on variable j, and a value of 0

denoting independence. Similarly, reading across row i in such a matrix indicates the variables the payoff of

choice variable i is itself contingent upon. The principle diagonal of an adjacendy atagys consists ofd,

but the matrix itself need not be symmetric around that diagonal

In order to simplify their examination of the relationship between asymmetric choices Ghemawat and
Levinthal electdto look at two adjacency matrices that Hight the classical types of choice asymmetry
hierarchy, and centrality. In the hierarchical matrix choice 1 is the most important influencing all other
choices below it choice two is the second most important and so on to the final choice (in toioase
10 were N=10) which is influences by all proceeding choices but influences only itself. For the centrality
matrix choice 1 is the most central both influencing and also being influenced by all other possible choices,
choice two is the second mogntral being influenced by all other choices and influencing all choices with
exception 10 and so onThese two matrices are bemglrked against a traditional NK structure. The
matrix in this cases structured such that therdlwbe K 16 in each row ad column but they iV be
randomly distributed across the maffixIn their simulation Ghemawat and Levinthal put K=6 which
proved the same number of peaks at the other two matrices [Ghemawat and Levinthal 2005]

Hierarchy

Ghemawat and Levinthédeathierarchical decisions as directed trees where the 1 appears to the left of
the principal diagonal. In thisegard as we have explained ahowboice 1 is the most hierarchically
important, choice 2 the second most important, Eigufe 4aGhemawat ath Levinthal, 2000).
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2 In most cases Ghemawat and Levinthal use a Poisson distribution or another, unifdbmtidis, noting, in any case that the
probability distribution is not likely to be a mathematically relevant factor in the overall distribution of decision ai{c@nehe
probability distribution is not the determinative property).



Centrality
In contrast, their treatment of centrality involves interconnected decisions and, hence produces a
almost perfect 90 degree rotated distributiBigire 4b,Ghemawat and Levinthal, 2000):
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Modeling Policy Choices

Levinthal and Ghemawat then benchmark what happens in these two types of stagainst the
random (but symmetric) activity which is built into the canonical NK structure. As they explain:

For all three structur e sareregresented loyweotor ofdengttd wiiere pol i cy choi ces
each element of the vector can take on a value of 0 or 1 (rfm¢ wonfused with the Os and 1s assigned,
respectively, to denoting the absencepoesence of linkagesebnveenevery pair of policy elements).h&
overall fitnesslandscape will then consist &' possible policy choices, with the overall behavior of the
organization characterized by a vectos,{X, . . ., %}, where each xi takes on the valo€0 or 1. If the
contribution of a given elemenki, of the policy vector to the overapayoff is influenced byKi other
elementd in ways that vary across the three structuveswill analyzé then it can be representedf@s|$i1,
xi2, ..., xiKi). Therefore,each| e ment 6 s payof f @K+l tiffeiedt valuésadepenciagont ake on
the valueof the attribute itself (either 0 or 1) the value of Kieother elements by which it iafluenced (each
of theseKi valuesalso taking on a value of 0 or 1) @ntéess commonlyhighlighted the luck of the draw.
Specifically, it is common to assign a random nuntbewn from the uniform distribution from zero to one to
each possible f(#i1, xi2, . . .,xKi) combination with he overall fitness value then being defined as
i toN f(xixil, xi2, ..., xiKi) / N. (pp. 1920)

Their simulation structure assumes for the random benchmark that K=6, primarily because this value
generates roughly the same number of local peaksedsierarchical and central distributichsSimilarly

(p. 1 9 )rticufaiTfdrra of pierarchy we explore in this paper has 1s as all the entries to the left of the principal diagonal (see
Figure 4a). Choice 1 is hierarchically the most important, choice 2 the second most important, and so on. In condetstfin a
interaction patterns ordered by a centrality measure, policies vary in terms of their interdependence with other poli@gndhbises
interdependence is taken to be symmetric (to distinguish it as sharply as possible fromtlzey amfuences of hierargf). As a

result, the 1s to the left of the principal diagonal are mirrored by 1s to its right. Whether the 1s cluster centrathjacémey

matrix, however, depends on the order in which choice variables are labeled. The particular form of ceatexitipre in this paper
embodies a structure and a labeling scheme that has 1s as all the entries to the left of the inferior diagonal (bed distribut
symmetrically to the left and the right of the principal diagahage Figure 4b. Thus, choice 1 is moantral, choice 2 second most
central, and so on.

‘“Ghemawat and Levinthal provide five additional caveatast, of which
assumptions, based on prior applications, are built into this speoificéirst of all, there is the emphasis on choice under
uncertainty. In addition to its arguable descriptive realism, initial uncertainty helps explain why an organization lauacted
fitness landscape may not instantly alight on the globally optomiédy vector. Second, there is the assumption that randomness takes
the form of a uniform distribution. While some might argue that this distribution is too diffuse, we retain this assumptoeide at

least some basis for numerical comparability witfor work, which suggests, among other things, that the structure of the fitness
landscape is not sensitive to the particular probability distribution employed (Weinberger, 1991). Third, there is theiguirad of

different choices in terms of thaiirect contribution (potential) to overall fitness. Again, we retain this prior assumption even though
we intend to focus on asymmetries among choices. Putting different weights on the direct contributions of choice elessits doe



they set N = 10, which is sufficient to generate more than a million distinct graphs, which allows them to
report results averaged over a thousand independent landscapes which share the same $hasture
landscapes will be either hierarchical, central or random, characterized by the particular adjacency matrix

structure for each type, but with a distinct seeding (0,1) from a uniform random distribution for the fitness
of the policy variables.

Analyzing the Results of the Ghemawat_evinthal Simulation

The first question which the autehtanrnsmber sflpolidgywh at ar e
choices equal to their values at the global optimum withréh®ining choices determined byeocess of
| ocal search?0 is interesting from a complexity scie
application to terrorist organizations. The reason for this is that while answering this question allows
Ghemawat and Levinthal to addses i ssues of strategic planning a
organizations, it doesn6t A fenatibnling of @rrodsvadrgdnizatiens. rife | i a b
this were all that their simulation achieved, it would have rather limitesteist for us. However their
second question fwhat happens when one of the N val
inconsistent with the value of that wvariable for the
to exactly the kd of distortions which we would wish to induce in the terrorist decisiaking chain.

The first interesting result of the simulation is the difference between an optimal preset of policy
configurations, the hierarchical, the central and the randonaiowiarrays

nd
| e

Figure 5. Value ol Partially Articulaled

Aclivity Maps

Mormalized
Fitness

1 2 i 4 5 & ?

L
W
=

Degree of Mulch

— ITicrarchy Centrality Random (K=}

seem to us to be thHeest way of gaining insight into the indirect contributions that choice elements can make to overall performance
by virtue of the linkages among them. (p. 21)
5
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